Cybereason List of Sub-Processors

Sub-Processors

Type of Processing

Oracle Cloud Infrastructure

Location of the data center depends on the
location selected by the Customer and the
product configuration

Cloud infrastructure provider

Google LLC (Google Cloud)
70 Sir John Rogerson's Quay D02 R296
2 Dublin, Ireland

Location of the data center depends on the
location selected by the Customer and the
product configuration

Cloud infrastructure provider

Amazon Web Services (AWS)

Location of the data center depends on the
location selected by the Customer and the
product configuration

Cloud infrastructure provider

Observe, Inc., for XDR services
2 E 3 Ave #200, San Mateo, CA 94401, USA

Data ingestion, hosting, augmentation,
normalization and deidentification.

Zimperium, Inc.
4055 Valley View, Dallas, TX 75244, USA

Mobile security system solution provider (to the
extent purchased by Customer)

Wandera (a division of Jamf Holding Corp.):

Wandera Ltd. 45 Mortimer Street, London, W1W
8HJ, UK

Wandera Inc. 220 Sansome Street, Suite 1400,
San Francisco, CA 94104, USA

Wandera CZ S.R.O. Moravské nam. 14, 602 00
Brno-stfed, Czechia

Wandera Ltd. Pte, 198 Telok Ayer Street,
Singapore, 068637

Legacy mobile security system solution provider
(to the extent purchased by Customer)

Movate Inc. (formerly CSS Corp)
5600 Tennyson Parkway, Suite 255, Plano, Texas
75024, USA

Movate Poland

Movate sp. z 0.0. Wroclaw Technology Park 2 Ul,
Wolowska 18, 51-116, Wroclaw

Movate Costa Rica

Customer support services

SOC services
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Movate Technologies Costa Rica Limitada Centro
De Ciencia Y Tecnologia Ultrapark Free Zone,
Building 3A, La Aurora de, Heredia, Costa Rica

Movate India

Movate Technologies Pvt Ltd B-14 Phase 1,
MEPZ — SEZ, Tambaram, Chennai — 600 045

Cross Point Solution Co., Ltd.

Higashi Yaesu City Bld. 3-14-2 Hatchobori, Chuo-
ku, Tokyo, Japan

Customer support services

SOC services

Systena Corporation

1-2-20, KAIGAN SHIODOME BLDG. 14F.
MINATO-KU, TOKYO, 105-0022 Japan

Customer support services

Tines Security Services Limited

The Academy, 42 Pearse Street, Dublin,
D02YX88, Ireland

SOA (Security Orchestration and Automation)
platform provider

Recorded Future, Inc.
363 Highland Ave, Somerville, MA 02144, USA

Malware sandboxing solution, which is hosted in
the Netherlands and allows automated, high-
volume malware analysis (to the extent purchased
by Customer)

D3 SECURITY MANAGEMENT SYSTEMS INC.
363 Highland Ave, Somerville, MA 02144, USA

Supports MDR engagements by assisting with the
automated triage of MalOps.

BLACKPANDA PTE LTD
11 Irving Place, #09-01 Singapore 359551

Incident response support services

MongoDB, Inc.
1633 Broadway, Suite 38, New York, NY, USA

Managed document database

BitDefender

24 Delea Veche Street, Bldg A, 2™ District,
Bucharest, Romania

Reduces false positives by collecting endpoint
telemetry data from Cybereason

Sysdig

135 Main St, Suite 2100, San Francisco, CA
94105 USA

As set out in the Sysdig DPA, accessible at:
sysdig.com/legal/customerdpa/

Bricklayer Al Inc.
1702 Woodman Dr., McLean, VA 22101 USA

Hosted services; enhances the capabilities of
Security Operations Centers by integrating Al-
driven specialists into existing security workflows

LevelBlue

6010 West Spring Creek Pkwy, Plano, TX 75024
USA

Customer support services
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Cybereason Limited, 1 Burwood Place London Greater London W2 2UT, England
Cybereason Labs Ltd., Yigal Alon Street 94, Alon Towers 1, 38th floor, Tel-Aviv, Israel

Cybereason G.K., Sumitomo Corporation Kyobashi Bldg 1-17-10, Kyobashi, Chuo-ku, Tokyo, 104-0031
Japan

Cybereason Singapore Pte. Ltd., 137 Telok Ayer Street #08-01 Singapore 068602
Cybereason Germany GmbH, Theresienhdhe 28, 80339 Munich, Germany

Cybereason France SAS, 54-56 Avenue Hoche, 75008 Paris, France
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