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Introduction

Stroz Friedberg, a LevelBlue company, provides cybersecurity consulting,
investigative, and digital risk management services through several affiliated
operating entities. In the course of delivering those services, Stroz Friedberg may
engage its affiliates and third-party service providers as processors or sub-
processors to support business operations, service delivery, data hosting, or
administrative functions.

This document identifies the entities that may process personal data or information on
behalf of Stroz Friedberg customers. All sub-processors listed below are subject to
appropriate data protection, confidentiality, and security obligations consistent with
applicable data privacy laws.

If you have questions regarding this list, please contact Privacy@levelblue.com.

Affiliated Entities

Entity Processing location Corporate address

Stroz Friedberg, LLC United States One Liberty Plaza
165 Broadway, Suite 3201
New York, NY 10006

USA

Stroz Friedberg Canada Inc. |Canada 20 Bay Street, Suite 2300
Toronto ON M5J 2N9
Canada

Stroz Friedberg Limited United Kingdom The Leadenhall Building

122 Leadenhall Street
London EC3V 4AN
United Kingdom

Gotham Digital Science, LLC |United States One Liberty Plaza

165 Broadway, Suite 3201
New York, NY 10006
USA
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Entity

Processing location

Corporate address

LevelBlue Cyber Solutions
Limited

United Kingdom

The Leadenhall Building
122 Leadenhall Street
London EC3V 4AN
United Kingdom

Third-party Sub-processors

Sub-processor Description of processing |Processing Corporate
location location
Accenture" Invoicing services India Ireland
Amazon Web Services Cloud computing platforms United Kingdom |United States
(AWS)" or United
States*
AnywhereWorks, Inc. (d/b/a |Call center services United States United States
AnswerConnect)
Apple, Inc. Cloud storage and computing [United Kingdom |United States
services or United
States*
Avasek LLC Subcontractor for cybersecurity |United States United States
services
BCC Risk Advisory Limited |Managed vulnerability scanning|lreland Ireland
(d/b/a EdgeScan) platform
CrowdStrike Holdings Inc." |[Endpoint detection and European United States
response; SAAS security Union or United
platform States™
Cybereason Inc. Endpoint detection response  |Belgium United States
Dauntless Discovery, LLC |Document review company Canada or United States

United States*

DriveSavers, Inc.

Hardware data recovery,
digital forensics, and electronic
discovery services

United States |United States

Exclusive Networks Limited

Distributor of Sentinel One
licenses

United Kingdom |France

Google LLC

Cloud computing software and
products

United Kingdom |United States
or United

States*

Ground Truth Intelligence
Limited

Due diligence research

United Kingdom |United Kingdom
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Sub-processor Description of processing |Processing |Corporate

location location
Integreon Managed Document review company India, Mexico, |United States
Solutions Philippines,

United

Kingdom, or

United States™

Iridesco, LLC (d/b/a
Harvest)

Web-based time tracking
platform

United States

United States

MBO Partners"

Independent contractor,
compliance and evaluation
service provider

United States

United States

Metafor, LLC

Subcontractor for digital
forensics

United States

United States

Microsoft Corporation”

Business software and
applications

Global**

United States

Monday.com LLC"

Project management tool

United States

Israel

Motorola Solutions (Active |Managed detection and Variable*** United States
Eye MOR) response
Oracle" Customer relationship United States United States
management (CRM); Marketing
automation (Eloqua)
Okta, Inc. Identity management and Australia, United States
authentication United
Kingdom, or
United States™
PCSLLC IT services (e.g., network United States United States

management, restoration,
maintenance, support)

Pixel Paddock, LLC

Staff and project scheduling
system

United States

United States

Qualys, Inc.

Vulnerability scans

United Kingdom
or United States*

United States

Red Leaf Chicago, LLC
(d/b/a DigitalMint)

Ransomware threat actor
negotiations, due diligence, and
payment facilitation

United States

United States

ReliaQuest, LLC

Managed detection and
response

United Kingdom
or United States*

United States

SafeBreach Inc.

Defense management and
cyber risk control platform

United States

United States

SecureFlag Limited

Cyber defense training

European
Union

United Kingdom

SendSafely, Inc

Secure data transfer

United States

United States

Slack Technologies, LLC

Staff coordination and

United States

United States
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Sub-processor Description of processing |Processing |Corporate
location location
messaging
Software Secured Cautus |Subcontractor for cybersecurity |(Canada Canada

Inc

services

Symantec Corporation”

Cybersecurity software and
services

United Kingdom
or United States™

United States

Technology Concepts and
Design, Inc (TCDI)

Electronic discovery services

United Kingdom
or United States*

United States

Tenable Inc. Vulnerability assessments and |United Kingdom |United States
scanning (Nessus) or United
States*
Unbounce Marketing Web hosting of forms European Canada
Solutions Inc. Union
Workday PSA Inc." Financial and human capital Canada, United |United States
management services Kingdom, or

United States*

VMware LLC

Endpoint detection response

United Kingdom
or United
States*

United States

" Relationship managed by a parent or other affiliate of Stroz Friedberg
* Dependent on (a) location of the applicable client entity or Stroz Friedberg entity, or (b) location
chosen by client for the services
** Data may be stored in multiple jurisdictions given the size and complexity of the sub-processor
*** Location of processing is dependent upon service used and environment chosen




